SSL implantation Vulnerability Lab
1. Objectives
SSL (Secure Sockets Layer) is the de facto standard for secure Internet communications. However, SSL certificate validation has been shown completely broken in many security-applications and libraries. Flawed certificate validation renders these software vulnerable to man-in-the-middle attack. 
On the smartphone app market, apps are developed by developers with various level of security knowledge and many of them are suspected to be flawed in certificate validation. In this lab, students will be expected to conduct a serial of experiments to find flawed apps and further analyze the cause. They will learn how to set up the proxy, monitor the HTTPS package, identify the sensitive information in the package and distinguish malicious application.
2. Pre-lab Reading
There are two excellent articles on SSL security on mobile operating system. “The Most Dangerous Code in the World: Validating SSL Certificates in Non-Browser Software” by Georgiev et al. [1] demonstrated that even the standard SSL libraries such as JSSE, OpenSSL, GnuTLS, etc. which are used in applications may have the certificate validation incorrectly problem. The authors of this paper presented that using SSL in no-browser software is a surprisingly challenging task.

The other one is “Why Eve and Mallory Love Android: An Analysis of Android SSL (in)Security” by Fahl et al. [2] focus on SSL problem in Android platform. The authors demonstrated an investigation of the current usage of SSL/TLS usage in Android and the security threats. 

3.  Experiment
The basic experiment is designed to find whether an app is flawed in its certificate verification process. A malicious proxy server is used to issue a fake certificate when an app tries to set a SSL-connection with a legitimate server. In normal situation, the verification process should fail and the secure connection cannot be setup. However, in the case of flawed apps, a fake certificate can pass a flawed verification process or the verification failure is ignored when the fake certificate failed during the verification process. In either case, a secure channel is setup between the app and the malicious proxy server --- hence all future communications between the app and the legitimate server will be monitored by the malicious proxy server.
There are three parts in our experiment. The first one is the applications’ server, the second one is the malicious proxy server, last but not least, the third part is client part. In this lab experiment, our work will focus on the proxy server and the client part. The applications’ server will not be discussed in this lab experiments. It is should be point out that client type will not be limited by mobile device. For students’ convenience, the client type could be smartphone (Android), iOS phone, or emulator.
In the following, brief instructions are given on:
1. How to setup the malicious proxy server (mitmproxy); 
2. how to set the malicious proxy server as your smartphone’s proxy server 
a. Android phone
b. Apple phone
c. Android virtual device 
3. how to test whether an app is flawed or not. 

3.1 Set up the malicious proxy server
A. The malicious proxy server mitmproxy runs in the Linux environment. So the first step is to set up a virtual Linux environment. (Ignore this setp if you use Linux as your primary OS.)
a) Download VirtualBox from https://www.virtualbox.org/ and then install it.
b) Download a distribution of Linux. Recommend Lubuntu, which has low hardware requirements. Download Lubuntu from http://www.lubuntu.net/.
c) Create a new Virtual Machine in VirtualBox like this. You can use defaults for all following settings.(shown as Figure 1)
[image: ]
Figure 1: Create New Virtual Machine
d) Start your VM and select start-up disk as your Lubuntu which you just downloaded like this. (shown as Figure 2)

[image: ]
Figure 2: Select start-up disk
e) Finish Lubuntu installation. You can use defaults for most settings.
f) Set Network adapter of your VM works on as Bridged Adapter. Make sure it could be reached by your smart phone. (shown as Figure 3)
[image: ]
                Figure 3: Setting Network 

B. Install mitmproxy on your virtual Linux machine
a) First, install pip on your Linux. pip is a tool for installing and managing Python packages. On Debian and Ubuntu, use commands: ( as http://www.pip-installer.org) 
	$ sudo apt-get install python-pip
b) Install mitmproxy. If pip is installed, use commands: (for detailed instructions, please check http://mitmproxy.org/ )
	pip install mitmproxy
If error occurs, please check all packages used by mitmproxy have been installed.
c) Strat mitmproxy in Terminal by commands:
	$ mitmproxy
Detailed usages please follow http://mitmproxy.org. (For testing purpose, DO NOT add the root certificate to trust list on smart phone.)
d) Use the following command to get the VM’s IP address (or the proxy’s IP address) which is to be used by the smartphone 
	$ ifconfig


C. Optional malicious proxy (this part is optional, if you do not want to use mitmproxy )
Besides mitmproxy, “Charles” and “Fiddler” could also be used as malicious proxy. Please be aware that different proxies use different ways to generate fake certificates. For more information, please check those on related reference.

3.2 Setup your Smartphone proxy 
A)  Android smartphone 
a)  Setup proxy in the advanced WiFi settings. (If the UMD-Wireless or UMD-Secure cannot work, please do this experiment in the other WiFi environment.)
b) Connect to the desired network (access point) if not already. Select “Modify network” config:
[image: ]
            Figure 4.
c) In the opened dialog, mark “Show advanced options” check box:
[image: ]
              Figure 5.
d) Scroll to proxy settings, select Manual, proxy options will appear. Set Proxy hostname as your VM’s IP address. Proxy port: as 8080.
[image: ]
              Figure 6.
e)  Alternatively, you can set proxy by ProxyDroid.
If your smart phone has been ‘rooted’, you can download an app named ProxyDroid. This app would help you manage your proxy settings. 

B)  IOS smartphone 

a) Setup proxy in the WLAN settings. (If the UMD-Wireless or UMD-Secure cannot work, please do this experiment in the other Wi-Fi environment.)
[image: C:\Users\Linxi\Desktop\ios_副本.png]
     Figure 7: WLAN setting page
B) Scroll to HTTP PROXY settings, select Manual, proxy options will appear. Set Server as your VM’s IP address. Proxy port: as 8080.

C) Android emulator
In our lab, the Android emulator is Android Virtual Devices (AVDs) which based on Android Software Development Kit (Android SDK) and Eclipse IDE. The brief steps will be described in the following (For more detail, check the reference in the end of this instruction or google online). your computer is already installed eclipse, you could skip this part directly.
A) Download the Android Software Development Kit (SDK)
The SDK starter package is not a completed development environment which just included the core SDK tools. http://developer.android.com/sdk/index.html, download the latest version of SDK starter.
B) Download Eclipse IDE for Java Developers
This link is the Eclipse downloads. http://www.eclipse.org/downloads/, Fine the Eclipse IDE for Java Developers. Noted: the correct version for your operating system should be guaranteed. After your Eclipse IDE download is complete, unzip and move to a permanent folder

C) Install the Android Development Tools (ADT) plugin
Open Eclipse to install the Android Development Tools (ADT) by using Eclipse’s built-in plug-in system. Here are the basic steps.
1. Choose “Help” > “Install New Software….”
2. Click the “Add…” button and create a new entry:
· Name: “Android ADT” (this space is for your own personal use, so name it whatever you want)
· Location: “https://dl-ssl.google.com/android/eclipse/” (try just http:// if the https:// does not work)
3. Check all the boxes to install all the tools
4. Just keep clicking “I agree”, “Next”, “Yes”, etc. until it asks you to restart
5. Go ahead and restart Eclipse when prompted to

D) Install Android SDK Components
Download the Software Development Kits(SDKs). This step could be done by Eclipse IDE and the Android ADT. Here are the basic steps.
1. Open Eclipse, click “Window” > “Android SDK and AVD Manager”
2. In “Available packages”, select the platforms you want to support. You can either choose all, or pick-and-choose what you want to develop for.
3. In the “Third party Add-ons”, decide what you are interested in. The Google APIs must be installed.
4. Choose “Install Selected”, then the “Accept All” radio button, then “Install”. 

E) Setup proxy in the Mobile networks setting. (If the UMD-Wireless or UMD-Secure cannot work, please do this experiment in the other Wi-Fi environment.)
      1) Create New AVD, select Window > AVD Manager > New. The new Android Virtual Device should set the Android Virtual Device (AVD) as showed below. (Noted: the AVD showed just for reference, you could create different as long as the experiment could be run.)
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Figure 8. Example AVD setting










2) Then launch the ADV, the interface shows as below:
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                     Figure 9.







3) Choose the setting icon. And chose the More…
[image: ]
            Figure 10. Android Setting Page
4)  Then choose the Mobile networks. [image: ]
Figure 11.
5)  Choose the Access Point Names
[image: ]
Figure 12.
6)  Then change the item T-Mobile US[image: ]
Figure 13.
[image: C:\Users\Linxi\Desktop\ddd_副本.png]
                                  Figure 14.
Change the proxy to the proxy server’s IP address and change the port number to 8080.
F)  Install android application on the emulator.
      1) put the .apk files in the platform-tools folder. (the default path: C:\Program Files\Android\android-sdk-windows\platform-tools) and for example, named .apk file is game.apk
      2) Intall the application.
               open the cmd windows, enter the command：
                  cd C:\Program Files\Android\android-sdk-windows\platform-tools
        after enter the folder, then enter the command:
                 adb install game.apk
[image: ]
Figure 15
         3) open the emulator, the installed application will be showed on the interface.   
3.3 Testing procedure
3.3.1 Download apps from Google Play
You should choose the apps which come with potential risks, such as those which have a login page for username and password. 
The following are some example categories that could be used in this project (you are allowed to choose a different category other than the list below). Please select two categories and test the top 50~100 apps in each category. 
A. SOCIAL
B. COMMUNICATION
C. FINANCE
D. BUSINESS
E. TRAVEL AND LOCAL
F. SHOPPING
3.3.2 Test the app with malicious proxy
After your devices connected to the malicious proxy. You can monitor all traffics transmitted between your phone and the proxy.
A. Perform “login in” in your app.
B. If the app is secure, if you use ProxyDroid, you will be given a connection error message. If you set up your proxy in the Advanced WiFi Settings, your app will skip the proxy and connect to the legitimate server without use of the proxy server. In both cases, you wouldn’t find a request with username and password form the monitor.
C. If the app is insecure, you would find your username and password from the monitor.

You can also install packet sniffer software such as wireshark to monitor the traffic.
	[image: ]
                           Figure 16.
3.3.3 Result of the example app

In this part, there are some example will be showed. All of them are just for your reference.
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